ELYSEA

SCHOOLS — HEAD TEACHER AND DATA PROTECTION OFFICER

Impact assessment template: an Al tool equipped
with ELYSEA in your school”

A ready-to-fill template for the school’s data protection impact assessment (DPIA), aligned with the CNIL
recommendation for education and with the usage framework published on eduscol.”’

WHAT THIS TEMPLATE IS FOR
— Who fills it in: the controller, head teacher or education authority as the case may be, with its data protection officer (DPO)."*
— Why: the CNIL requires an impact assessment for processing likely to result in a high risk; minor pupils and a new technology

fall wichin it."™

— What ELYSEA brings: the dcscription of its own laycr, taken from its impact assessment, handed over on request without be-
ing published.

TO FILL IN

1. Context

ITEM THE SCHOOL'S ANSWER WHAT ELYSEA BRINGS YOU

Controller

Teaching use

Accounts

Data

Processors

2. Fundamental principles
QUESTION

Legai basis

Reuse of data

Information

Reading emotions

3. Risks for pupils

— The three events to examine: illcgitimatc access to data, unwanted modificatio

School or education authority

The sequence, the class, the teacher supervis-

ing it

Class accounts rather than individual ones;
no personal pupil account with a consumer
service

What pupils will enter; instruction to enter

no pCI'SOH'J.] ciata

The publisher's

THE SCHOOL'S ANSWER

Public-interest task; consent cannot in prin-
ciplc be the basis for the use, because it is not

freely given

Clause prohibiting any reuse i)y the pubiishcr

Age-appropriate information; statement that
the pupil is talking to an Al

Enable it in no tool: it is prohibited in educa-
tional institutions
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ELYSEA sits in a publisher's tool; it is a pro-
cessor of its customer, the publisher, for ev-
erything it does for it; the publisher's role to-
wards the school is qualified case by case. '
ELYSEA does not target direct use by pupils
before the 4¢ class; no direct use in primary

school.?

_ 13

The message and the answer pass through
ELYSEA; ELYSEA trains no model with this
data.?

Database in Paris, model in Paris, accounts in
Frankfurg; for other providers, possibly out-
side the EU, declared as such.

WHAT ELYSEA BRINGS YOU

1

ELYSEA's processing contract limits process-

ing to checking answers. '
Reference text handed over on request. 5
Locked in ELYSEA:; a voice analysis path re-

mains on the deployed service, removed with

voice in the version bcing prcparcd. o

n, disappearance.”

e



MEASURE BY THE SCHOOL OR THE WHAT ELYSEA SETS AGAINST IT, AND

RISK
PUBLISHER ITS LIMIT

Attachment, manipulation, substitution for Supervised use, limited time Four prohibitions checked on every answer;

the adult no time limit provided by ELYSEA.

A pupi] in distress The school's protocol; with the publishcr, if'it Pointing to public hc]p]incs7 without taking
enables the alert, who receives it, for cxamplc Chargc7 always; today7 when a vital dangcr is
the referent adule confirmed, an alert with a fixed text, without

conversation content, written for the
publisher's application and readable in its
portal; planned before the first real user: only
if the publisher has chosen it at installation,
with its recipient and procedure.

Pupils’ age Checked by the school Minor indicator and dual consent under 155

no age verification.

Real effectiveness Track it at the annual review No measured result to date: measurement to

be done, published after the campaign.

4. Sign-off

1. Opinion of the data protection officer, written and dated.®
2. Decision of the controller, with the date of the review.”

3. Annual review of uses, incidents and the assessment itself.

WHAT THIS TEMPLATE DOES NOT SAY
— It does not describe the publisher's tool: passing the alert on to the adult, time limits and the tool's appearance belong to the
publisher, to be requested from it in writing.

— It does not prove effectiveness: no published measurement, no third-party validation, no school equipped to date.

NEXT STEP
Ask for our impact assessment and the pupil information text; we review yours with your officer. contact@elysea.app -

elysea.app
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